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Rapid rise of Video Diffusion Models (VDMs): 
Open-source: Wan2.1, CogVideoX, OpenSora
Closed-source: Veo3, Seedance, Kling

 

MotivationMotivationMotivation



MotivationMotivationMotivation

Misuse of personal image for harmful content from Image-to-Video (I2V) models

HarassmentIdentity Theft Fraud



Solution: Adversarial AttackSolution: Adversarial AttackSolution: Adversarial Attack

Protected PhotoUser Photo
Imperceptible

Noise

VAE + VDM Degraded
Video

An effective adversarial attack must craft imperceptible noise that
remain invisible to humans while disrupting Image-to-Video generation



Most defenses target text-to-image
or image-to-image generation 

Current I2V defenses: 
Most designed for UNet-based
models
Extra Conditions (Reference Poses)

Robustness

Rely on RGB-only perturbations 
=> Less robust to noise removal
techniques

Memory

Rely on:
Attention-based losses or full-
length video input
External Models (Reference Net)

=> High-end GPUs: 60-80 VRAM

Existing defenses are narrow, costly and insufficiently robust for
modern Image-to-video models

Backbone support

Limitations: Current DefensesLimitations: Current DefensesLimitations: Current Defenses



Dual-Space Perturbation (DSP) 

Inter Representation Collapse (IRC)

Internal Representation Anchor (IRA)

ContributionContributionContribution

We propose Anti-I2V, a robust and effective adversarial attack on I2V
models with 3 main conponents



Dual-Space Perturbation (DSP)

Trainable a* & b* 
Perturbation  

L*a*b* - Protected
Photo

L*, a*, b* channels  

User Photo

RGB2LAB

L∗a∗b∗ color space

L* a* b*

LAB2RGB

Better aligns with
human perception

Apply noise
only to a* and

b* channels

Less
perceptible to

observers

Improved
robustness



Frequency Space via DCT

Perturb top-left DCT coefficients 
       (Low-frequency components)

Inject adversarial noise directly in
the DCT domain

=> Directly alter core structural &
textural information encoded in
low-frequency componentsTrainable Frequency

Perturbation  

DCT IDCT

Adversarial
Image

L*a*b* - Protected
Photo

Dual-Space Perturbation (DSP)



Final DSP Pipeline

Trainable a* & b* 
Perturbation  

Trainable Frequency
Perturbation  

DCT

Dual-Space Perturbation (DSP)Dual-Space Perturbation (DSP)Dual-Space Perturbation (DSP)Dual-Space Perturbation (DSP)L*, a*, b* channels  
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Inter Representation Collapse (IRC)

Adversarial Image

Video Denoising Module
3rd Last 3

Goal: Disrupt feature propagation
=> Suppress rich semantic features
into low-information representation

How: Align rich semantic layers w/
layers that contain minimal semantic
information

MSE loss between features of the last three layers to features of the third layer



Internal Representation Anchor (IRA)

Adversarial
Image

VAE / VDM

Anchor Image

IRC does not explicitly interfere with feature extraction at individual layers
Previous works: Only focus on the final output of VAEs                   

IRA Loss
Explicitly disrupts layer-wise feature
representations
Minimizes Euclidean distance between
hidden features at each layers



DSP

Adversarial Image VAE + VDMUser Photo

Anchor Image

Reference Video

Final PipelineFinal PipelineFinal Pipeline



Facial-centric human videos with rich text annotations.

No existing I2V benchmark simultaneously provides realistic human videos and
rich text annotations for human animation evaluation

CelebV-Text
Facial Realism - Identity consistency

Facial-centric human videos
Rich text annotations
1,000 videos of unique identities
5 generations per pair 

       => 5,000 videos for evaluation

Action-centric videos 
Diverse full-body motions
Detailed text annotations from LVLM
200 videos, 5 generations per pair 

       => 1,000 videos for evaluation

UCF101
Motion - Action Coherence

All experiments are run on a single A100 40GB GPUsa single A100 40GB GPUsa single A100 40GB GPUs

BenchmarkBenchmarkBenchmark



Identity Score Matching (ISM): ArcFace between detected faces and the
clean reference faces

CLIP-FIQA (C-FIQA): Advanced metric for detected facial images

Q-Align: State-of-the-art image and video evaluation metric
Q-Align Frame (QA-F): Average scores for individual frames
Q-Align Video (QA-V): Scores for entire videos 

DINO: Cosine similarity between DINO-extracted features of generated
frames and clean reference image.

MetricsMetricsMetrics



ResultsResultsResults



Qualitative DemoQualitative DemoQualitative Demo



CogVideoX-5BCogVideoX-5BCogVideoX-5B



DynamiCrafterDynamiCrafterDynamiCrafter



OpenSora 1.2OpenSora 1.2OpenSora 1.2



Thank you!!!Thank you!!!Thank you!!!
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